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In this comprehensive 401-page monographic work, one of the 19
international experts that prepared The Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations gives his view on how a
number of branches of international law apply to cyberspace.

Covering a large spectrum of international law, this book proves versatile for
any scholar, lawyer, judge or lawmaker interested in the interaction between
public international law and cyberspace. Thus, the book addresses several
much talked about issues such as the use of force in cyberspace, including
both jus ad bellum and jus in bello, human rights law in the cyber world or
the issue of attribution when acting behind a code or a computer, as well as
matters that legal literature is still developing, like cyber espionage, cyber
crimes or cyber terrorism.

In a carefully structured manner, the author analyzes the views provided by
states, doctrinarians and the very scarce case law in relation to real,
documented cyber operations, in order to provide the reader with the current
state of play and the essentials in the ongoing debate. In the words of the
author, everyone agrees “that the relevant rules of existing international law
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regulate cyberspace”, however “opinions diverge, though, on which rules are
to be applied and how™.

As such, the author agrees with the general view that the law of attribution in
international law, especially the customary standards encoded in the ILC
Draft Articles on the Responsibility of States for Internationally Wrongful
Acts, does apply to cyberspace. However, he then goes to show how a
uniform standard of proof is required, because the identity of the perpetrator
behind an operation directed through cyber means may be hidden in a number
of ways, which have so far made it almost impossible to trace those behind
the major real-world offensive cyber incidents.

Similarly, the author shows how cyber operations may amount to a use of
force or an armed attack and how such actions are prohibited under current
public international law, except, of course, if not permitted by well-known
exceptions. He then signals the different opinions on the thresholds required
to qualify cyber operations a use of force or armed attacks and the difficulties
of reaching common views. A more thorough analysis behind their
differences and reasoning would have been ideal.

On the subject of the law of armed conflict, the book highlights the very fine
line between the theoretical application of International Humanitarian Law to
cyber operations and the actual, practical application to real life events. Using
clever examples, the author points to the specificities of cyberspace,
especially its dual-use nature, to emphasize how rules, such as the principle
of distinction, could not be applied in practice, despite the logical conclusion
that cyber operations should not target civilians or civilian objects.

The book also provides comprehensive studies and food for thought on
several other matters, including the very delicate issue of cyber terrorism.
Thus, the author explains how international law in force may be applied to
deter or convict criminal intending to act or acting in cyberspace, highlighting
that the cyber world is not a law free zone.

Finally, the author gives his view on the way forward. Emphasis is put on
stockpiling, cybersecurity and cyber deterrence, as the author argues that the
exercise of state sovereignty in the cyber world may prove unrealistic. This
very well presented opinion will be put to the test by the balance between the
interests and will of states on the one hand and real world cyber events on the
other.
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